
NAPSA Scam Advice Forum    April 2026
Topic: Challenges Facing Financial Institutions in Protecting Client Accounts Who Are Victimized in Transnational Frauds/Scams

[bookmark: m_-904726386913953160__Hlk173165011][bookmark: m_-904726386913953160__Hlk173156693]Guest: Laurel Sykes, CRCM, Executive VP, Chief Risk Officer, American Riveria Bank With over 30 years’ experience in the banking industry, Laurel currently serves as EVP, Chief Risk Officer for American Riviera Bank. She leads the Bank’s consumer compliance and anti-money laundering/financial crimes divisions, and oversees the Human Resources, Marketing and Product Management functions. She is a member of the American Bankers Association Senior Protection Taskforce and has previously served on the National Adult Protection Services Association’s Financial Exploitation Advisory Board. American Riviera Bank received a Community Commitment Award from the ABA in the Protecting Older Americans category in 2024, honoring the Bank’s financial elder abuse and fraud prevention program.
Co-Hosts: Steve Baker and Debbie Deem

Sign up for Steve’s weekly ‘www.Bakerfraudreport.com’ for news/trends/ arrests/prosecutions worldwide on transnational organized crime frauds/scams.        

National Elder Fraud Hotline (U.S. DOJ) 	1-833-372-8311National federal hotline for adults 60 and over to report fraud and providing support and resources/safety tips. Help with filing IC3 and FTC reports. Language line.  https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope	

Report Fraud to Local Police/Adult Protective Services (APS) as Well as One or More of These Federal Govt. Databases/Agencies
· www.ic3.gov				FBI Internet Crime Complaint Center
· www.reportfraud.ftc.gov    		Federal Trade Commission 
· www.identitytheft.gov			Report Identity Theft to the FTC
· https://www.uspis.gov/report		U.S Postal Inspection Service (USPIS) 1-877-876-2455
· If Crypto Investment Confidence Fraud/Crypto-Relationship Investment (Pig Butchering)- contact local U.S. Secret Service office, in addition filing a complaint with CryptoFraud@SecretService.gov and www.ic3.gov.
· FBI Guidance for Crypto-Currency Fraud Victims in Completing an IC3 report  https://www.ic3.gov/Media/Y2023/PSA230824

National Association of Consumer Advocates (NACA) To find a consumer law attorney who specializes in various consumer rights/fraud victimization https://www.consumeradvocates.org/findanattorney/
National Academy of Elder Law Attorneys https://www.naela.org/
2025 Recent IRS Advice on Taxing Stolen Money: https://www.taxpayeradvocate.irs.gov/news/nta-blog/irs-chief-counsel-advice-on-theft-loss-deductions-for-scam-victims/2025/04
Relevant Banking Laws, Information and Requirements:
· ABA Fraud Contact Directory  https://www.aba.com/banking-topics/risk-management/fraud/directory
· International Association of Financial Crime Investigators (IAFCI) https://iafci.org/
· Challenges in reporting: Police and APS reports which vary in each state. In addition to SARS, others
· Role of state vs federally chartered institutions re monitoring/enforcement
· Banking and financial safety apps such as Eversafe  (https://www.eversafe.com/) and Carefull (https://getcarefull.com/)
· “One Bank Said No, the Other Sent $700,000.”  https://medium.com/@weAFAR_Org/one-bank-said-no-another-sent-700-000-b35438986c43
· Chexsystems is a nationwide specialty consumer reporting agency, where client financial institutions contribute information on closed checking and savings accounts. They provide services to financial institutions to assist in assessing the risk of opening new accounts.  Individuals can request freeze.
· https://www.chexsystems.com/  (Consumers can place a freeze, request report)  800-428-9628
· Credit monitoring that includes ChexSystems info https://www.chexsystems.com/onalert
· Bank Secrecy Act, Electronic Funds Transfer Act, Truth in Lending Act (credit cards) For information on these laws consult with FINRA and Consumer Financial Protection Bureau resources.
· Digital mobile payment services liability: Digital and mobile payments liability depends on the funding source linked to the service (e.g., credit card vs. bank account) and the speed with which it is reported.
· https://www.consumerfinance.gov/rules-policy/regulations/1005/6/
· https://www.consumerfinance.gov/about-us/newsroom/cfpb-finalizes-rule-on-federal-oversight-of-popular-digital-payment-apps-to-protect-personal-data-reduce-fraud-and-stop-illegal-debanking/
· Suspicious Activity Reports (SARS) Financial Crimes Enforcement Network (FINCEN) https://www.fincen.gov/resources/frequently-asked-questions-regarding-fincen-suspicious-activity-report-sar
Resources and Additional Information Related To Topic For This Month
AARP Banksafe  
· What is Banksafe training? https://www.aarp.org/pri/initiatives/banksafe/
· Supporting Account Holders With Dementia  https://www.aarp.org/content/dam/aarp/money/scams-and-fraud/2024/06/overview-bitesized-banksafe-jan-2025.pdf
· Working with Retailers on Gift Card Fraud   https://www.aarp.org/content/dam/aarp/money/scams-and-fraud/2024/05/aarp-banksafe-gift-cards-report-final.pdf

American Bankers Association
· Banks Never Ask That and Practice Safe Checks Campaigns  https://www.aba.com/advocacy/community-programs/fight-fraud
· Fraud resources: https://www.aba.com/banking-topics/risk-management/fraud
· Outreach and Awareness/Infographics    https://www.aba.com/banking-topics/risk-management/fraud/fraud-outreach-and-awareness

Consumer Financial Protection Bureau (855) 411-2372
· Trusted Contacts- Choosing A Trusted Contact Person Can Help You Protect Your Money  
https://files.consumerfinance.gov/f/documents/cfpb_trusted-contacts-consumers_2021-11.pdf
· Fraud Section: https://www.consumerfinance.gov/consumer-tools/fraud/
· Consumer Complaint Program for complaints against a financial product or service  https://www.consumerfinance.gov/compliance/consumer-complaint-program/

Who regulates My Bank:  (State Vs Federal Regulators)
· https://www.helpwithmybank.gov/who-regulates-my-bank/index-who-regulates-bank.html

Are Those Individuals Victimized Liable?
· GAO: Scam vs. Fraud- When Banks Are Liable For Reimbursing You
https://www.gao.gov/blog/if-youre-victim-payment-scam-does-your-bank-have-help
· Fake Checks Deposited- Who is Liable?
https://www.fdic.gov/consumers/consumer/news/august2019.html

Free National Online Fraud Support Programs 
· AARP Fraud Support Groups and Helpline   Support for those victimized and family members of these frauds, special groups for romance scams.  Includes a fraud watch network where trained volunteers respond to inquiries about fraud at 877-908-3360: You don’t have to be AARP member, no age restriction. 
· To register for the free support groups  https://www.aarp.org/money/scams-fraud/fraud-victim-support-group/?cmp=RDRCT-CSN-FRD-NEW-SUPPORT_GROUP_PAGE
  
· FightCyberCrime   Free romance imposter fraud and crypto investment online peer support programs, all ages. Includes online support and information for many types of online frauds.   https://fightcybercrime.org/programs/romance-scam-recovery-group/

· Fraud Awareness Network offers weekly peer-to-peer program for those victimized age 60 and over, facilitated by Lifespan of NY’. fraudnetwork@lifespanrochester.org or call 585-244-8400

· Give An Hour   Free online support programs for victims and loved ones with peer support, all ages.      https://giveanhour.org/financial-fraud/

· Cathy Wilson, Therapist Cathy Wilson, Therapist     https://www.scamsurvivorhealing.com/
· Includes free YouTube video series for those victimized, and resources/videos for family members, mental health professionals, law enforcement, etc.   https://www.scamsurvivorhealing.com
· https://www.youtube.com/@fraudpsychology/videos
· Mental health therapists: Learn about classes and certification for working with victims of fraud at www.fraudpsychology.org

· Operation Shamrock   https://www.operationshamrock.org/   Resource for those victimized in crypto investment/romance transnational crimes.  Includes link to possibly help trace digital money, resources and information.  Bimonthly online meeting forum for those victimized and helpers.

· Ted Talk, Kathy Stokes, Let’s Talk About How We Talk About Fraud. https://www.youtube.com/watch?v=zZfZSUbDYFg 

· National Suicide and Crisis Lifeline   Dial or text to ‘988’ or 1-800-273-8255
· https://988lifeline.org/
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