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Acknowledgement of Suspicious Transaction(s)

I, the undersigned, have requested American Riviera Bank to perform the following transaction(s): 
___________________________________________________________________________________
___________________________________________________________________________________
As your Bank, we want to keep you safe and financially secure. We monitor and help identify common fraud and scams our clients may encounter, and certain red flags include:
· Being asked to money through a Bitcoin ATM or via cryptocurrency. 
· Being told to go to a different branch or teller than you normally do.
· Being coached you on how to answer bank security questions, or instructed you to stay on the phone with them while you are in the bank.
· Being told to keep this transaction or situation a secret or confidential.
We have advised you of our concern that the transaction(s) above may be fraudulent in nature or part of a larger financial crime.  Please take a moment to consider whether any of the following are true:
· Relationship scam: You may have been contacted by someone via the internet that you have not met in person who you have developed a relationship with, and they have asked you to send money.
· Phantom hacker scam: You may have been told that you are part of an investigation due to content found on your computer and that your money needs to be moved to an account outside the bank to protect your account from loss.
· Investment or sweepstakes scam: You may have been told to purchase gift cards, virtual currency (such as Bitcoin) or send money through the mail or by package delivery for “taxes” or “fees” prior to being paid out on the investment or winnings.
· Secret shopper or overpayment scam: You may have recently been asked to deposit a check into your account and were instructed to send a portion of the funds back as part of your employment, or to send money back because you were “overpaid”.
· Government imposter scam: You may have received a call from an agency or person claiming to be a law enforcement officer, stating that there is a warrant for your arrest unless you pay them.
· Unexpected or urgent request: You may have been contacted by a family member, friend or agency asking you to provide funds for bail, hospital bills, etc.
· Other _________________________________________

If you have experienced any of the above, it is likely that you have been misguided and are being victimized as part of a larger crime affecting multiple victims. We recommend that you speak with a member of the bank’s management team before completing this transaction.
I have read and understand the above statement. I wish to continue with this transaction.
	
Client 

Name: ________________________________

Signature: _____________________________

Date: ___________________

	
Bank Officer

Name: _______________________________

Signature: ____________________________

Date: ___________________
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