
NAPSA Scam Advice Forum  November 2025
Topic: Fraud predators use various fake websites to further their frauds, often copying those of banks, and other real companies. Who is behind creating these sites and what is being done to take them down?  Derek will share the work of his group, Artists Against 419, in fighting against African advance fee frauds. His group is for both consumers and security/law enforcement and other researchers focusing on African fraud - 419/West African, Cameroonian non-delivery and a few lesser-known types like procurement fraud. Their outreach is global in that while a scam may be tweaked to a geographical area, the underlying scam is the same, just dressed up slightly differently and hosted on a different domain.
Guest: Derek Smythe, a representative from Artists Against 419, an international anti-scam consumer activist group.

Co-Hosts: Steve Baker and Debbie Deem
Sign up for Steve’s weekly ‘www.Bakerfraudreport.com’ for news/trends/ arrests/prosecutions worldwide on transnational organized crime frauds/scams.        
National Elder Fraud Hotline (U.S. DOJ)  	1-833-372-8311National federal hotline for adults 60 and over to report fraud and providing support and resources/safety tips. Help with filing IC3 and FTC reports. Language line.  https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope	
Report Fraud to Local Police/Adult Protective Services (APS) as Well as One or More of These Federal Govt. Databases/Agencies
· www.ic3.gov				FBI Internet Crime Complaint Center
· www.reportfraud.ftc.gov    		Federal Trade Commission 
· www.identitytheft.gov			Report Identity Theft to the FTC
· https://www.uspis.gov/report		U.S Postal Inspection Service (USPIS)
Or report 1-877-876-2455
· If Crypto Investment Confidence Fraud/Crypto-Relationship Investment (Pig Butchering)- contact local U.S. Secret Service office, in addition filing a complaint with CryptoFraud@SecretService.gov and www.ic3.gov.

FBI Guidance for Crypto-Currency Fraud Victims in Completing an IC3 report  https://www.ic3.gov/Media/Y2023/PSA230824
To find a consumer law attorney who specializes in various consumer rights/fraud victimization, contact the National Association of Consumer Advocates (NACA) at https://www.consumeradvocates.org/findanattorney/
National Academy of Elder Law Attorneys https://www.naela.org/
2025 Recent IRS Advice on Taxing Stolen Money: https://www.taxpayeradvocate.irs.gov/news/nta-blog/irs-chief-counsel-advice-on-theft-loss-deductions-for-scam-victims/2025/04/
· Artists Against 419 (commonly abbreviated to AA419) is an Internet fraud protection group dedicated to identifying and shutting down 419 scam websites. Its volunteers seek to stop, disrupt, or hinder fraudsters' activities by cataloging fraudulent domains, and reporting these to authorities.
· Fake Site Database https://db.aa419.org Includes a great resource for identifying fake banks and a tool to check registration of a bank – even required for offshore banks.  See also https://wiki.aa419.org/index.php/Online_search_tools. 

· https://www.whoxy.com/ This is a free site for basic research.  It allows the user to find what else somebody might have registered. It will also show what else the owner (registrant) has, such as the owner email (cryptagoninvest.com for cryptagon.us). Whoxy also allows for searching by email. Their "History" tab in the search is very helpful.

·  https://www.whois.com/whois/?  WHOIS is a public database that hosts the information collected when someone registers a domain name. The Whois database contains details such as the registration date of the domain name, when it expires, ownership and contact information, nameserver information of the domain, the registrar via which the domain was purchased, etc. A hidden advantage to using WHOIS, is that it has details from the older WHOIS protocol, whereas ICANN used the newer RDAP protocol. RDAP is overly restrictive to meeting the GDPR requirements, where WHOIS may reveal things such as "Registrant State/Province: NY", "Registrant Country: AU" (anacondavipsale.com - a fake store spoofing Anaconda). Unfortunately WHOIS is becoming obsolete. 

· https://desenmascara.me/   AI based app that instantly detects identity theft and fake investment platforms, fake online stores, fake famous brands, imposter financial institutions, and distinguish authentic sites from fake ones.  (Free up to 10 searches a day)

· https://www.scamadviser.com   Identifies legitimacy of website, phone and crypto addresses using AI and reported scams. Also includes a tool for identifying where to report fraud in various countries around the world.  https://www.scamadviser.com/global-scam-country-guide

· https://www.virustotal.com/gui/home/upload   Analyses suspicious files, domains, IP and URL’s to detect malware and breaches, automatically sharing them with the security community. Different groups address different threats. Virus hunters will not find phishing scams, those hunting phishing sites will not list a scam. 

· https:/www.urlvoid.com A user friendly tool that aggregates results from various sources, and tries to address diverse threat types.

· https://www.copyscape.com  Tool to detect plagiarism. Scammers love stealing content which can be identified. Limits usage to certain quota per day.

· https://haveibeenpwned.com/ To search if one's email address has been used in a data breach.
Anti-Phishing Working Group (APWG) is a not-for-profit industry association focused on eliminating the identity theft and frauds that result from the growing problem of phishing, crimeware, and e-mail spoofing, offers membership to financial institutions, online retailers, ISPs, solutions providers, law enforcement, government agencies, and NGOs. 
· https://apwg.org/ 
· https://apwg.org/sms and https://apwg.org/reportphishing

· To Upload a Malicious SMS/Text Message https://apwg.org/sms Visit this web page (https://submissions.apwg.org/malicious-sms) on your mobile device.
· Take a screenshot of the message on your phone. NOTE: Your entire screen will be copied. Ensure sensitive data is not displayed before doing this step.
· Android: Hold the power and the down volume buttons for a few seconds.
· iPhone: Press the Side button and the Volume Up buttons at the same time.
· Drag-and-drop the screenshot to the “image” box below.
· Copy the message as a text and paste it into the “text” box below.
· (optional) Choose your mobile carrier from the “Carrier” list or add a new one.
· (optional) Copy or enter the caller-ID number displayed on the screen of your mobile for this message.
· Please humor the captcha and Click “Submit”.
· Enjoy the happy successful submission animation.

· Report phishing emails to warn the world.  If you have received a suspicious or obviously malicious email you can forward those to APWG for analysis and archiving on the APWG eCrime eXchange. https://apwg.org/reportphishing
· The best way to do this is to simply forward the suspected phishing email to reportphishing@apwg.org

To research online Images (very useful in romance imposter frauds, use:
· https://images.google.com/
· https://www.bing.com/images
· https://yandex.com/images/ 
· https://www.tineye.com/
· Do not discount Yandex, the Russian search engine. Pet scammers love stealing from Russian, East European and South Korean websites that other search engines fail on. AA419 sees a high incidence of fake personals used in romance scams cropping up on Yandex, whereas the other search engines fail due to privacy algorithms. Often, these scams target the USA. 
Using Search Engines: Role of AI in searching? In general, browsers themselves are currently not very accurate in terms of AI and detecting scams. Google’s AI specifically wants to use online content to claim an address or telephone number belongs to a certain business, while that business itself may be a scam. Over reliance on AI at this stage to classify something as legitimate is dangerous. Always do your own homework. 
· Google/DuckDuckgo/Bing is a great place to start a fraud search. Bing is actually better at telephone numbers.  But you need to know how to search and what to search for.  For example- to do a search on telephone number +1 928 365 2409? 
· Use "+19283652409" with the quotes in the search box. Also “(928) 365-2409". These two formats should reveal clues if there are. 
· Most security related websites use the international format, "+#######...", with no spaces, dashes or other special characters. After that, the number format is pretty much country dependent. 
· Scammer love using funny formats, both because they are unaware of how locals format a number, sometimes also to hide a number from searches. So always also use the format the website uses in quotes.
· Likewise suggest taking phrases that should be distinct and searching for them in quotes. Example:   "operates 399 international and domestic shipping routes, consisting of 265 international services (including international feeder services)" – leads to the much-underrated courier scam.

Reporting a Scam Website
· Google search tool for fake websites  https://transparencyreport.google.com/safe-browsing/search
· Google site to report a fake website (for sites found on Apple Safari as well)  https://safebrowsing.google.com/safebrowsing/report_phish/

· Report a scam website on Google Chrome
1. Click the three dots on the top-right
2. Hover over Help
3. Choose Report an issue
4. Optionally, edit the fields and click Send
· Report a scam website on Mozilla Firefox
1. Click the hamburger menu on the top-right
2. Select Help at the bottom of the menu
3. Choose Report Deceptive Site
4. Optionally, add comments and hit Submit Report

· Report a scam website on Microsoft Edge
1. Click the three dots on the top-right
2. Hover over Help and feedback
3. Click Report unsafe site
4. Tick the right boxes, select Language
5. Enter the captcha and click Submit


Additional Articles And Helpful Sites

· Better Business Bureau: https://www.bbb.org/all/spot-a-scam/how-to-identify-a-fake-website

· Cyber News https://cybernews.com/security/6-rules-you-should-follow-to-avoid-fake-websites/

· Aura https://www.aura.com/learn/how-to-identify-fake-webs  “Scammers create convincingly fake websites that mirror bank login pages, password reset pages for services like Amazon and Netflix, or package delivery requests. But any information you enter goes straight to the scammers — who then use it for identity theft or financial fraud.” This article explains how to identify such sites and what to do if victimized.

· Identity Theft Resource Center the Weekly Breach Breakdown: The Great AI Manipulation – How Fake Content Fools Content Systems  
https://www.idtheftcenter.org/podcast/weekly-breach-breakdown-ai-manipulation/








Free National Online Fraud Support Programs 
· AARP Fraud Support Group   Support for those victimized and family members of these frauds: To register (you don’t have to be AARP member, no age restriction). 
· https://www.aarp.org/money/scams-fraud/fraud-victim-support-group/?cmp=RDRCT-CSN-FRD-NEW-SUPPORT_GROUP_PAGE
  
· FightCyberCrime   Free romance imposter fraud 10-week online peer support program, all ages.   https://fightcybercrime.org/programs/romance-scam-recovery-group/

· Fraud Awareness Network offers a weekly peer-to-peer program for those victimized by fraud age 60 and over, facilitated by Lifespan of NY’s Fraud Prevention Team. fraudnetwork@lifespanrochester.org or call 585-244-8400

· Give An Hour   Free online support programs for victims and loved ones with peer support, all ages.      https://giveanhour.org/financial-fraud/

· Cathy Wilson, Therapist Cathy Wilson, Therapist     https://www.scamsurvivorhealing.com/
· Includes free YouTube video series for those victimized, and resources/videos for family members, mental health professionals, law enforcement, etc.   https://www.scamsurvivorhealing.com
· https://www.youtube.com/@fraudpsychology/videos
· Mental health therapists: Learn about classes and certification for working with victims of fraud at www.fraudpsychology.org

· Words Matter: Improving Outcomes for Scam Victims (a great article to share when assisting a victim or loved one)  https://www.finrafoundation.org/sites/finrafoundation/files/AARP-FINRA-Foundation_Words%20Matter_Say_This.pdf

· National Suicide and Crisis Lifeline   Dial or text to ‘988’ or 1-800-273-8255
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