NAPSA Scam Advice Forum July 2025
Topic: Discussion  It’s Not Just Financial- The Other Consequences of Being Victimized In A Transnational Fraud Crime”

Co-Hosts: Steve Baker and Debbie Deem
Sign up for Steve’s weekly ‘www.Bakerfraudreport.com’ for news/trends/ arrests/prosecutions worldwide on transnational organized crime frauds/scams.        
National Elder Fraud Hotline (U.S. DOJ)      	1-833-372-8311
National federal hotline for adults 60 and over to report fraud and providing support and resources/safety tips. Help with filing IC3 and FTC reports. Language line.
· https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope	

Report Fraud to Local Police/Adult Protective Services (APS) as Well as One or More of These Federal Govt. Databases/Agencies
· www.ic3.gov				FBI Internet Crime Complaint Center
· www.reportfraud.ftc.gov    		Federal Trade Commission 
· www.identitytheft.gov			Report Identity Theft to the FTC
· https://www.uspis.gov/report		U.S Postal Inspection Service (USPIS)
Or report 1-877-876-2455
· If Crypto Investment Confidence Fraud/Crypto-Relationship Investment (Pig Butchering)- contact local U.S. Secret Service office, in addition filing a complaint with CryptoFraud@SecretService.gov and www.ic3.gov.
FBI Guidance for Crypto-Currency Fraud Victims in Completing an IC3 report  https://www.ic3.gov/Media/Y2023/PSA230824
To find a consumer law attorney who specializes in various consumer rights/fraud victimization, contact the National Association of Consumer Advocates (NACA) at https://www.consumeradvocates.org/findanattorney/
National Academy of Elder Law Attorneys https://www.naela.org/
2025 Recent IRS Advice on Taxing Stolen Money: https://www.taxpayeradvocate.irs.gov/news/nta-blog/irs-chief-counsel-advice-on-theft-loss-deductions-for-scam-victims/2025/04/
National Suicide and Crisis Lifeline   Dial or text to ‘988’ or 1-800-273-825

Is Your Computer At Risk? What To Do?  
· Staysafeonline.org  https://staysafeonline.org/online-safety-privacy-basics/how-to-tell-if-your-computer-has-a-virus-what-to-do-about-it/
· Investigate apps such as Eversafe.com, carefull.com, seraphsecure.com, freezepii.org, identityguard.com,  and others to help in monitoring financial accounts, phones or computers.
· CISA.gov   Online Safety Tips for Older Adults https://www.cisa.gov/sites/default/files/2025-01/Secure-Our-World-Online-Safety-for-Older-Adults-Tip-Sheet.pdf

Is A Loved One Being Manipulated in a Transnational Criminal Enterprise/Scam?
 Is That Criminal Providing ‘Purpose and Intimacy’ Making Ending the Relationship Difficult?
This can be the toughest challenge in supporting your loved one targeted in a serious fraud crime.
· “Let’s Talk About How We Talk About Fraud”   Kathy Stokes TED Talk
· https://www.ted.com/talks/kathy_stokes_let_s_talk_about_how_we_talk_about_fraud?subtitle=en

· AARP 
· It Can Be Agony https://www.aarp.org/money/scams-fraud/victims-in-denial/
· How to Keep A Loved One With Cognitive Decline Safe  https://www.aarp.org/money/scams-fraud/protect-older-parents-from-scams/
· Caregivers Guide to Conservatorship https://www.aarp.org/caregiving/financial-legal/what-is-conservatorship/

· Advocating Against Romance Scammers https://advocatingforu.com
· Loved Ones Guide to Romance Scams  https://advocatingforu.com/wp-content/uploads/2025/03/Loved-Ones-Guide-Romance-Scam.pdf
· Staying Safe From Romance Scams  https://advocatingforu.com/tools-resources/#booklet

· Cyberseniors.org  Online classes for seniors to participate in. Other programs do this as well.
· View the video on Common Frauds and Talking to Caregivers/Family Members Who Are Victims on Cyber Security      https://www.youtube.com/watch?v=46Ef1GsPnN4 

· Time Magazine Essay from Rory Macleod, a son of a romance imposter fraud. What My Mom’s Experience With A Romance Scam Taught Me About Blame 
· Link to story:  https://time.com/7199745/romance-scams-victims-blame-essay/
 
· Fight Cybercrime  
· How to Approach A Loved One Involved in  Romance Scam https://fightcybercrime.org/blog/how-to-approach-a-loved-one-involved-in-a-romance-scam/
· Why Red Flags Don’t Feel Like Red Flags   https://fightcybercrime.org/blog/why-red-flags-dont-feel-like-red-flags/
· Identity Theft Resource Center  1-888-400-5530  www.idtheftcenter.org
· Identity Theft and the Deceased  https://www.idtheftcenter.org/help_center/how-to-report-identity-theft-of-a-deceased-person/

· Operation Shamrock  https://operationshamrock.org/
· Learn More  The Pig Butchering Life Cycle https://operationshamrock.org/education/pig-butchering-lifecycle
· Five Things to Do—report immediately for possible trace on money  https://operationshamrock.org/victims/five-things-to-do

· Memory Cafes for those with dementia to connect- https://www.dementiamentors.org
 
· Dependent/Adults Disabilities Connect 
https://myspecialmatch.com and  https://www.specialbridge.com/


Free National Online Fraud Support Programs (for all ages)
· AARP Fraud Support Group   Support for those victimized and family members of these frauds: To register (you don’t have to be AARP member, no age restriction). 
· https://www.aarp.org/money/scams-fraud/fraud-victim-support-group/?cmp=RDRCT-CSN-FRD-NEW-SUPPORT_GROUP_PAGE
  
· FightCyberCrime   Free romance imposter fraud 10-week online peer support program.   https://fightcybercrime.org/programs/romance-scam-recovery-group/

· Fraud Awareness Network offers a weekly peer-to-peer program for those victimized facilitated by Lifespan of NY’s Fraud Prevention Team. fraudnetwork@lifespanrochester.org

· Give An Hour   Free online support programs for victims and loved ones with peer support      https://giveanhour.org/financial-fraud/

· Cathy Wilson, Therapist Cathy Wilson, Therapist     https://www.scamsurvivorhealing.com/
· Includes free YouTube video series for those victimized, and resources/videos for family members, mental health professionals, law enforcement, etc.   https://www.scamsurvivorhealing.com
· https://www.youtube.com/@fraudpsychology/videos
· Mental health therapists: Learn about classes and certification for working with victims of fraud at www.fraudpsychology.org

Consumer Financial Protection Bureau Guides: Helpful government issued guides to deal with financial planning involving older adults at www.consumerfinance.gov 
· Considering a Financial Caregiver: Know Your Options  https://files.consumerfinance.gov/f/documents/cfpb_considering-a-financial-caregiver-know-your-options_guide_2021-05.pdf

· Planning for Diminished Capacity and Illness Guide https://files.consumerfinance.gov/f/documents/cfpb_planning-for-diminished-capacity-and-illness_consumer-advisory-bulletin.pdf  

· Guide to Managing Someone Else’s Money: https://www.consumerfinance.gov/consumer-tools/managing-someone-elses-money including sections on Power of Attorney, Govt. Fiduciary, Trustee, or Court Appointed Guardian Roles

· Choosing a Trusted Contact for Banks and Credit Unions in Case of Emergency
https://files.consumerfinance.gov/f/documents/cfpb_trusted-contacts-consumers_2021-11.pdf
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