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	Case Scenario 1 - Louise
You receive a report from intake about an alleged financial fraud crime against a 75-year-old woman living alone in senior housing and described as confused and despondent.  

The reporting source is a neighbor who became concerned when the alleged victim disclosed that she had wired most of her savings ($10,000) to someone who called claiming to be her grandson. The caller said that he was in legal trouble and needed an immediate cash payment to avoid being jailed. 

Reporter Statement:
Because of the coronavirus pandemic, Louise hasn’t been able to see her grandchildren in a long time. Last week, she received a call from an unknown number. The caller said that he was her grandson, Robbie, and that he was in trouble. He told Louise he was in South America on vacation and was arrested after going out to a bar. He said that he was facing jail and criminal punishment unless he could come up with the $10,000 fee to be able to return home. 
Louise was very anxious about Robbie, but also a bit skeptical. She asked the caller a few questions, and based upon his responses, she believed him. When Louise asked where to send the money, the caller pleaded with her to make a wire transfer, gave an account number, and said that time was running out.   
A few hours after Louise wired the money, she got a call from Robbie. She was relieved to know that he was safe and asked him what happened. Robbie told her that he was not the caller and that she had probably been “scammed.”  Now, Louise is embarrassed, fearful and very despondent about her loss. She doesn’t know what to do. 

	
Small Group Questions for Case Scenario #1 – Louise

Question #1 
What considerations would you make before assigning this case to one of your investigators?

Question #2
What questions could you use to coach or guide the investigator during the investigation?




	Case Scenario 2 - Doris
One of your investigators asks for your help with a case of an alleged financial fraud crime against an 84-year-old woman that the investigator is working on.  The client has severe arthritis that keeps her housebound.  Since the death of her husband, she been anxious about managing by herself in the apartment. 

The alleged perpetrator is her nephew, Matthew, who stepped in to manage Doris’ finances.  He has convinced her that the tasks of money-management are too much for her to cope with.  Doris has given him her checkbook and her credit cards.  Recently, Doris received a call from a credit card company to verify some major purchases made from one of her accounts.  Then, a check to the home care agency bounced.  

The reporting source is a home health agency who employs a health aide assigned to visit Doris.  The aide reported to her agency when Doris disclosed that she was worried her nephew was stealing her money and that she was afraid of him.  The aide visits several times a week to assist her with personal care, errands and housekeeping.  Doris allows the aide to use her debit card to purchase groceries. 
  
The APS investigator is reviewing Doris’ bank and credit card statements but needs assistance in determining what expenses were for the alleged victim’s benefit and which were for the alleged perpetrator’s benefit. 




	Small Group Questions for Scenario 2 - Doris

Question #1 
How would you guide your investigator in determining which expenses were for Doris’ benefit and which were for Matthew’s benefit?

Question #2
How would you help guide the investigator’s next steps based on the information from the review of Doris’ accounts? 







	
Case Scenario 3 – Gary
You receive a report from intake about an alleged financial fraud crime against a 68-year-old man with mild physical and cognitive impairments due to a stroke.  He lives in an assisted living facility where the alleged crime is reported to have happened within the last 24 hrs.  The reporting source is a staff member at the facility who Gary reached out to about his on-line contact with a stranger who subsequently withdrew $4,000 from his bank account.  

Reporter Statement:
Since moving into an assisted living facility, Gary has been using his iPad to communicate with family members, play online games with friends, and to track his finances.  He uses online banking because it is easier thatn getting to the bank in person. 

Yesterday, while he was online, he received a pop-up message from someone he didn’t know. When he clicked on the link provided in the pop-up, he became connected to a fraudulent scheme.  The message claimed there was a virus on his iPad that could be fixed for a fee.  When Gary authorized the fee as directed, the fraudster gained remote access to Gary’s bank account.  Before Gary could turn off his iPad, he watched as a $4,000 withdrawal from his account was made. 


	



Small Group Questions for Case Scenario #3 - Gary
Question #1 
What considerations would you make before assigning this case to one of your investigators?
Question #2
What questions could you use to coach or guide the investigator during the investigation?






Possible Responses for Scenario 1:  Louise
For Question #1 – What considerations would you make before assigning this case? 
What is the investigator’s level of experience with exploitation cases? 
Is this an opportunity to assign the case to an experienced investigator and have a less experienced investigator shadow?
Do you have MDT partners who could provide input into this investigation?
Others?

For Question #2 – What questions could you use to help coach or guide your investigator
Has the investigator:
· Spoken directly with the alleged victim?
· Found out where Louise wired the money from and help her contact the company to let them know that this was a fraudulent transaction?  Asked about the possibility of recovering the assets? (If only a short period of time has passed, the company may be able to help.)
· Asked Louise if she provided the caller with any other information? (specifically, any other personal identifying information). 
· Helped her record detailed information about the incident, including the account number where she sent the payment.
· Talked with her about the benefits of reporting and offered assistance in reporting if she is willing. 
· Contact the National Elder Fraud Hotline information for victim assistance and support.
· Report to IC3 and the FTC.
· Report to local law enforcement, Attorney General consumer protection division, the Better Business Bureau, etc.
Asked Louise about any supportive relationship(s) with family and friends and encourage her to reach out to them for support?  Consider a referral for counseling if needed? 
Asked if she would like any assistance with money management?
Ensured that the financial loss will not preclude her from paying for rent, utilities, food and, if so, helped her contact creditors to discuss payment options?
Encouraged her to reach out to you directly if she needs to? 
Has Louise experienced anything like this in the past? 
How will you help prevent her from becoming a repeat victim?
· Spending more time on the case to build rapport and connections to supports.
· Exploring coping strategies to deal with loneliness and isolation. 
· Refer for ongoing counseling if she could benefit from talking with someone regularly.
Are there other community supports that Louise could connect with that might benefit her?  
Others?


Possible Reponses to Scenario 2: Doris
For Question #1- How would you help your investigator determine what expenses were really for Doris or her nephew?
· Review the bank statement for expenses that don’t fit with Doris’ situation and everyday needs.  (For example, frequent visits to restaurants, repairs for a car she doesn’t own, veterinary bills for a pet she doesn’t have.)
· Review credit card statements for purchases that also don’t seem to fit.  (For example: purchases of cryptocurrencies or large numbers of gift cards) 

For Question #2: - What would be the next steps based on a review of Doris’ accounts?
Has the investigator:
· Reviewed this information with Doris?
· Determined the financial impact of the exploitation her? 
· Discussed possible reporting options?
· Explored finding a different helper to assist with money management?
· Interviewed the nephew?  (Could he be using Doris’s assets because he has become involved in a transnational financial fraud scheme?) 
· Made reports as appropriate: to local law enforcement, Attorney General consumer protection division, the Internet Crime Complaint Center (IC3), the Better Business Bureau.
· Talked with Doris about how she’s been coping with anxiety and loneliness.
· Connect her with therapists, counselors, and/or support groups for victims of romance scams.
· Identified other organizations that may provide social engagement and support for Doris so that she doesn’t begin speaking to Matthew again


Possible Responses to Scenario 3: Gary
For Question #1: What considerations would you make before assigning this case?
Which investigator has the experience to take actions quickly?
Is this an opportunity to having a less experienced investigator shadow the assigned investigator?
Do you have MDT partners who could provide immediate assistance?
Others?


For Question #2: What questions could you use to help guide your investigator during this case?
Has the investigator:
Asked Gary if he has notified the bank to help him make changes to protect his account from further losses?
Asked Gary what other information he keeps on his iPad and advised him to change any passwords that may have been compromised?
Asked Gary if he has experienced anything like this in the past?  If he is a repeat victim, you may need to spend more time with him and connect him with additional support.
Provided him with National Elder Fraud Hotline information for victim assistance and support?
Reported: to local law enforcement, Attorney General consumer protection division, the Internet Crime Complaint Center (IC3), the Better Business Bureau, etc.
Considered a credit freeze depending on the extent of the breach, particularly if the perpetrator could have found his social security number?

Additional questions for the investigator to consider about preventing re-victimization:

· Does Gary have relationship(s) with family and friends?
· Would he like assistance with money management? It could be helpful to have someone to take him to the bank when needed or to give a trusted individual access to his online banking to flag anything strange on his accounts.
· Does Gary have supportive relationship(s) with family and friends?
· What is Gary’s experience with isolation and coping with loneliness?
· Refer him to therapists or counselors if he feels that he might benefit from talking to someone regularly?
· Refer him to online programs such as cyberseniors.org?
· Give Gary some information on tech safety and common online scams?
· Tell him about two-factor authentication, safe passwords, and reviewing emails and other correspondence to look for red flags (like unknown links)?
· If he is interested, refer him to classes and other online activities?
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Learning Objectives

1. Describe four ways to help investigators practice financial fraud
prevention with APS clients.

2. Identify three roadblocks commonly experienced during APS
investigations of financial fraud crimes.

3. Identify three strategies for helping investigators to address
common roadblocks.

. Identify two action steps to share with investigators assisting repeat
victims.
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Risk factors for victimization

Taking Action: An Advocate’s Guide to Assisting Victims of
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Using Collaboration and
Y| Prevention Strategies

1. Break into small groups with an assigned spokesperson.

2. Take 10 min. to list actions you have taken (or could take) with
your investigators to promote:

- Collaboration with community partners
- Prevention strategies with APS clients

3. Reconvene and share your responses with the full group.

DAAS - Division of Aging and Adult Services
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« Law Enforcement and Financial
Institutions

* MDTs and FAST teams

« Civil Legal Services

+ Area Agencies on Aging

« Senior Centers

+ AARP “Fraud Fighters”

+ Senior Medicare Patrol Volunteers

Use team meetings to share new information and contacts.
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Prevention Strategies with APS Clients
View All Clients as Potential Victims!

Ask about:

* Internet use

«+ Social media activity

» On-line purchasing habits

» Awareness of financial fraud “red flags”
* Use of credit cards

Share information about:
« Safe practices

+ Current fraud schemes in the area
« Local groups that offer education

5 - Division of Aging and Adult
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Supervisory Tasks

» Training
» Monitoring Progress

» Coaching &
Mentoring

» Providing Feedback
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Training for New Investigators

» Reading assignments and activities

> Case reviews with supervisor or experienced
investigator

» Structured observations followed by debriefing

» Shadowing an experienced investigator in the field
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Training for Experienced Investigators

» Case consultations

» Coaching and mentoring
» Participation in MDT or FAST

» Conferences and workshops
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Monitoring Progress

» 1:1 Case Consultations
» Review Documentation
» Supervisor Observation
» Other?
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Providing Feedback

« Use direct observations or .-_
debriefings to gather
information U .-.

FEEDBACK

« Provide factual and concrete
information

« Emphasize the positives as well
as areas to work on.
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o
K Addressing Common
Roadblocks

1. Break into small groups with an assigned spokesperson.

2. List 3-4 roadblocks that your investigators have
experienced during investigations. (ex. victim denial)

3. Next share strategies for addressing each roadblock.
4. Reconvene and share your responses with the full group.
5. 15-minutes for discussion with a 5-min. warning.
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Common Roadblocks B

« Difficulty Getting Information
o from victims
o from other providers

« Questions About Capacity
« Continued Involvement with Perpetrators
+ Client Becomes a Witness

+ Others?
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Questions and Steps to Explore with Investigators
» During the initial assessment

» Addressing financial safety

» Making reports

» Assessing financial impact
> Assessing emotional impact
» Preventing re-victimization

> Assisting repeat victims
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Questions to Explore During Initial Assessment

» How does the victim view the perpetrator?

Admitting or denying involvement?
Has financial theft occurred?

>
>
» Has personally identifiable information (PIl) been compromised?
> Were threats involved?

>

Does the victim understand the nature of the fraud and can they
describe it?

» How do they refer to the perpetrator/s if at all.
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Addressing Financial Safety

Has the client notified their financial instution?
Is the client able to pay for their mortgage, rent and utilities?

>
>
» Is the client able to pay for food?

» Does the client need help to contact creditors to discuss
payment options and to create a plan so they don’t
unexpectedly lose electricity, water, or their housing as an
indirect result of the exploitation?
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Making Reports

» Have reports been filed as required by mandatory reporting
laws and your agency’s policies and procedures?

» Is relevant information being recorded - including the number
of perpetrators, type of scams, length of time that the client
was interacting with perpetrator(s), when and how often

contact was made, and how much money was stolen?

Does the client need help keeping this information organized
to assist with reporting?

Does the client want to report? Do they need help? (Ex. law
enforcement, EJC, National Elder Fraud Hotline.)
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Assessing Financial Impact

» Has information been gathered on the extent of the
exploitation by checking bank accounts, credit card
statements, other finances?

» Would requesting a credit report from Equifax, Experian, and
TransUnion be helpful? (annualcreditreport.com or call 1-
877-322-8228)

» Have breached accounts been closed?

» Are referrals needed? (if losses are great, victims can be referred to
nonprofit consumer credit counseling programs, to US Bankruptcy Court
for guidance, or to IRS Tax Advocate.)

Divisionof Aging and Adult Se
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Assessing Emotional Impact

» What support systems are available for the client?
» Does the client need psychological or counseling support?

» What underlying issues need to be addressed? (ex. loneliness,
depression, guilt, capacity issues, fear)

Would an on line or in person support groups be helpful?

Would a referral to other trusted partners be helpful?

Has the Victims of Crime Act (vocA) been considered as a
source of assistance?
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Preventing Re-Victimization

» Is a multidisciplinary team review needed?

» Is more rapport-building needed?
- Recognize that a one-time-intervention is not enough

» Can the victim use technology safely and stay safe on-line?

» Has the client been advised to change phone numbers, email
addresses, and passwords on accounts? To protect profiles and
privacy settings on social media accounts and bank accounts?

» Would a free, one-year fraud alert at one of the three credit
bureaus be helpful?

Does the client use two-factor authentication for finances?

5 - Division of Aging and Adult
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Assisting Repeat Victims
» Can victims agree to stop sending money?

» Is more rapport and trust needed?
- Always address their concerns first
- Use open-ended questions and structured questions

> Are active listening skills being used? Are victims allowed to
talk without interruption?

> Are victims aware that they are not alone? (There are many
other victims.)

» Have cultural impacts been considered?

» Have they been acknowledged and thanked for engaging with
the investigator?
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o
ﬁ Case Scenarios

. Break into small groups with an assigned spokesperson.
. Review Case Scenario #1 on Page 19 of Participant Guide.
. Take 15 min. to answer the two questions following the scenario.

1

2

3

4. Reconvene and compare answers with full group.
5. Repeat process with Case Scenario #2 - Page 21.

6

. If time permits, repeat with Case Scenario #3 - Page 23.
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Summary

» Transnational financial fraud crimes are a growing threat.

» Multi-disciplinary collaboration offers the most effective
response.

> APS professionals can help clients and victims by using
prevention, intervention and recovery strategies.

> APS supervisors provide the supports that allow APS
investigators to work effectively with clients, those that are
victims and their families.
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